= drivve

Are there any guidelines as to the use of anti-virus software for Drivve | Image, Drivve | DM and Drivve
| Print?

Yes, there are such guidelines. These concern directories, files and ports to be excluded and are listed in this FAQ.

Drivve | Image Version 5 and higher

Because of the huge amount of anti-virus software, it is not possible to test which anti-virus software
0 causes problems if installed on the Drivve | Image server.

The following directories are part of Drivve | Image
Drivve | Image program folder, default is "C:\Program Files(x86)\Drivve\Drivve Image".

The following applications are part of Drivve | Image
« DrivvelmageService.exe
« Drivvelmage.exe
« DrivwveManagement.exe
« DrivvePrintService.exe
« ..\system\DrivveEngine\DrivvelmageJobProcessor.exe

The following ports are used by Drivve | Image
The following documents give you an overview of the used ports.

« Network communication Sharp OSA 2

* Network communication Sharp OSA 3, 4 and 5

*  Network communication Toshiba EWB and EBX

*  Network communication Xerox EIP

+ Network communication Kyocera HyPAS

+ Network communication: Samsung XOA, Canon ScanFront, Fujitsu network scanner, Lexmark

Network Communication: Sharp OSA 2

Device -> Drivve | Image Server

Communication going from the device to the Drivve | Image server is configured in the [IS-Configuration application. The
protocols Http/Https and Ftp are used for communication. The following ports are used:

«  Http: 9000 (default)

«  Https: 4443 (default)

«  Ftp: 24 (default)
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Aeinztal Uninstal

Please check the seitings below and then click Tnstall. If you are not sure
just uge the defauk settings provided by the setup.

7| Enable Sharp 0SA-2 compatiblily
Www-Pot  SSLPor FTPPort
3000 4443 2 | Delaks. |

Plaaze salect a uzer sccount for the sarvices.
Adminizhator@dmevedemo loca HI
Password

Confirrn Passwond

7| Save password

Figure 1: 1IC Configuration Application

o The ports cannot be configured using the [IS-Configuration application on a Windows XP operating system. In

order to change them, you have to change the ports using the Windows IIS Manager.
Regarding Ftp, the configuration is within the Drivve | Image administration application ( Tools > Options).

5! Options

Global settimgs

Fip Tangst
Fip Addeess
User

Fassweed

Active Ditectory Serves|  Shaied login | Fip Seftings |  Advanced | Notication |

Hip /7192 168 45,128 24/ dhivverimage - @@

ANONYMous

s

Figure 2: Ftp Settings in Tools > Options
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Warning
Since April 2014, Windows XP is no longer supported

Drivve | Image Server -> Device

Communication going from the Drivve | Image server to the device is configured in the Sharp device web interface under
Security Settings -> Port Control. The Http/Https protocol is used for communication. The following ports are used:

+  Hitp: 80 (default)

« Https: 443 (default)

i Favorles | 5 Suggested Sirs = @ | Web Sice Gallery »
EE + @ PomConomi - ME-TII0M 88 Port Controd - ME-2. % -8 - = = Poge= Soichy= Tooh= E=
sSHARF U=er Mame: Administrasor | lP‘!““‘_ILl_
e
Port Control
MX-2300N
Submitl) | | Update(R)
= Tep Pape | Server Port |
k Status =
¥ Addresa Book HTTP Enafig + Post Number: &1 {DLBE&3E)
b Documerd Operatsons e Disable + Post Numbor 443 {D-6563h0)
B FTP Print. Enanie * Pygt Numbor 37 {55635
» User Conrol bl Enabie v PortNumber %700 (D65535)
» Sysiem Samings T Enatie = Poat Number EIE (065535 I
¥ Nerwork Setiings IFP Enabla = Port Nurber 37 (065535
b Apphcation Settngs P33 Disoble ~ Posl Number. 441 10-65535)
¢ E-mal Aler and Status Tandem Copy Receive Enable = Peal Number. 0001 10-G5535)
® Storge Backup it Enabe = Pon Huwber 52000 (0.6535)
n Device Cloning SNFD Enagle -
Telnat =
b Job Log L Enabia
- NETANIHS Diszble =
w Secunty Settings on
n Passwoed Changs . Dsable
© Peet Control RAHP Dizable =
= Filtar Sotfing SMTP T
b S5L Settings i
@ Intemet | Profected Mode: Oif G -~ ®ox -

Figure 3: Web administration page of the device

Network communication - schematic overview

The Sharp OSA 2 devices use two different protocols: Http and Ftp.
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HIp (gersult 9000, Hips (detaun 444 3)

Hitp (defavlt B0, Hips (default 447)

b

Fip (defaull 24)

gharp D5AS MEF

Orivwe | IMmage Server

The Sharp OSA 2 device requires two network protocols, Http/Https and Ftp:

+ Http/https is used for requests going from the device to the Drivve | Image server and requests that are sent from the

Drivve | Image server to the device.
«  Ftp is used to store the scanned document pages to the Drivve | Image server.

The TCP/IP ports used can be configured.

Network Communication: Sharp OSA 3,4 and 5

Network communication - schematic overview

Sharp OSA 3, 4 and 5 devices only communicate through the Http/Https protocol.

Hip (defzult 3000), Hips (default 444 3)

Hiip (default 83, Hiips (default 443)

<

Sharp 05434 MFFP Dirivee | Image Sewer

The TCP/IP ports used can be configured.

Communication from the device to the Drivve | Image Server

Communication going from the device to the Drivve | Image server is configured in the [IS-Configuration application.

The Http/Https protocol is used for communication. The following protocols/ports are used:
+ Http: 9000 (default)
«  Https: 4443 (default)
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Please check the seltings below and then click Tnstall. If pou ae not sue
jest use the default seltings provided by the sehup

[ Enable Shamp 054-2 compatibdity
Wi-Pot  55L-Pont
3000 4443 [ Defauds. |

Plaass select a uzer account for the services.
A a

Password

Conffirn Pazsveoed

+ Save paseword

Urinstal Cancel

Communication from the Drivve | Image Server to the device

Communication going from the Drivve | Image server to the device is configured in the Sharp device web interface under

"Security Settings - Port Control". The Http/Https protocol is used for communication. The following protocols/ports are used:

«  Http: 80 (default)
«  Https: 443 (default)
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o Password Change SHMPD Enable -
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¥ IPsec Settings RARP
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i@ Intemes | Protected Mode: Off fg v iR -

Drivve | Image Device Management
In the Drivve | Image Device Management, the following protocols/ports are used bidirectionally:
+ SNMP / Port 161

«  HTTPS/ Port 443
 HTTP/Port 80

Note
o If Drivve | Image cannot retrieve device information using the SNMP protocol, the ARP protocol is used.

Network Communication: Toshiba EWB and EBX

Network communication - schematic overview

Toshiba devices use only the Http/Https protocol. Communication goes into 2 directions:
+ Communication from the device to the Drivve | Image server
«  Communication from the Drivve | Image server to the device
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Http (default 9000), Hiips (default 4443)

>

Hitp and Hitps (default 50083)

<

Toshiba EWB | EBX MFP Drivwe | Image Server

The TCP/IP ports used can be configured.

Communication from the device to the Drivve | Image Server

Communication used by the device to connect to the Drivve | Image server is configured in the 11IS-Configuration application. The
Http/Https protocol is used for communication.

The following protocols/ports are used:
«  Hittp: 9000 (default)
«  Https: 4443 (default)

Please check the seitngs below and then click ‘Install, If you are not swe
st uge the dedault settings provided by the setup

www-Pot  SS5L-Pon
9000 4443 | Delsts..

Please selact a user account for the sarvices.

ryr o

Password

Confiimn Password

| Save pastword

Cancel

Communication from the Drivve | Image Server to the device

Communication going from the Drivve | Image server to the device is configured in the device administration web interface. For
the communication between server and the device, the Http/Https protocol is used. The used port is port 50083 (default).

Drivve | Image Device Management
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In the Drivve | Image Device Management, the following ports/protocols (bidirectional use) are supported:
+ SNMP / Port 161
« HTTPS/ Port 443
«  HTTP / Port 9090 (used functions: WSDL/SOAP Web Service)
- IPPS/Port 443

Note
o If Drivve | Image cannot retrieve device information using the SNMP protocol, the ARP protocol is used.

Network Communication: XEROX EIP

Network communication - schematic overview

The Xerox EIP devices use the Http and the Snmp protocol.

: ( Hitp (default 30000, Hitps (defaull 444 3)
Hilps (default 443)
SHMP (default 161)
"

Werow EIP MFP Drivee | Image Serder

Hifp

SNMP

The TCP/IP ports used can be configured.

Communication from the device to the Drivve | Image
Server

Communication going from the device to the Drivve | Image server is configured in the 11S-Configuration application.
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Please check the seltings below and then click Tnstall. If wou are not me
jst uze the defaul settings provided by the selup

Enable Sharp DSA-2 compatibilily
Www-Pot  S5L-Por
9000 4443 | Defauls.. |

Pleass select a user account for the zervices.

Eyclrram H

Password

Conlirn Fasswoad

+ Save password

e T _ Cacel |

Figure 1: 1IS Configuration application

The Http/Https protocol is used for communication. The following ports are used:

«  Hittp: 9000 (default)
«  Https: 4443 (default)

Communication from the Drivve | Image Server the device

Communication going from the Drivve | Image server to the device is configured in the Xerox device web interface under
Connectivity - Protocols - Http. The protocols Http and Snmp are used for communication. The following ports are used:
+  Hitp: 443 (default)
* Snmp: 161 (default)

Status . Jobs = Print | Scan Support

Properties HTTP
Conf guration Owerview
Drescription '"“I Web Services
rGeneral Setup
»=Connectivity Configuration
rPhysical Connections
~Protocols Connection
AppleTalk O pisabled
et are ® d
P {Internet Protocol) < Enable
SLF 80 Port Number
SHNMP
S5DP Secure HTTP (S5L)
Microsoft Networking
LPR/LPD O Disablad
Raw TCP/IP Printing @ Ensbiled
SMTFP (E-rnail)
LDAP 443 Port Number
POPI Setup

Figure 2: Web administration page of the device
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Drivve | Image Device Management

In the Drivve | Image Device Management, the following protokols/ports are used bidirectionally:
+ SNMP / Port 161
+ HTTPS/ Port 443
« HTTP/Port 80

Note
o If Drivve | Image cannot retrieve device information using the SNMP protocol, the ARP protocol is used.

Network Communication: Kyocera HyPAS

Network communication - schematic overview

Kyocera devices use only the Http protocol.

Hitp (default 3000}, Hitps (default 444 3)

Hitp and Hips Port 9020

<

kyocera HyPAS MFP Drivwe | Image Server

The TCP/IP ports used can be configured

Communication from the device to the Drivve | Image Server

Communication used by the device to connect to the Drivve | Image server is configured in the 11IS-Configuration application.

The following protocols/ports are used:
« HTTP /Port 9000 or
*  HTTPS/Port 4443
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) Drivve Image 43 5 . L |

Please check the settings below and then clck Install’. If pou are not sure
juzk uge the default zethngs provaded by the sebup,

WA Pt COL-Pout
3000 4443

Please select a wser account for the seraces

Passvamd

Confem Pazsword

¥| Save password

Communication from the Drivve | Image Server to the device

Communication going from the Drivve | Image server to the device uses the following protocols/ports:

- SNMP / Port 161
- HTTPS / Port 8080 JAMP servlet
« HTTP/Port 9090 - WSDL/SOAP Webservice

Drivve | Image Device Management

For the Drivve | Image device management, the following protocols/ports are used bidirectionally:
« SNMP / Port 161
* HTTPS/Port 443
« HTTP/Port 9090 - WSDL/SOAP Webservice

Note
o If Drivve | Image cannot retrieve device information using the SNMP protocol, the ARP protocol is used.

Network Communication: Samsung XOA, Canon ScanFront, Fujitsu Network Scanner, Lexmark

Network communication - schematic overview

The Samsung XOA, Canon ScanFront, Fujitsu Network Scanner and Lexmark devices only use the Http/Https protocol. These
devices are the only devices comunicating only in one direction, namely from the device to the Drivve | Image server.

Page 11 of 13



Hitp (default 9000), Hitps (default 4443)

E :
Samsung XOA Drivwe | Image Server
Canon ScanFront
Fujitso Metwork Scanner

The TCP/IP ports used can be configured.

Communication from the device to the Drivve | Image server

Communication going from the device to the Drivve | Image server is configured in the [IS-Configuration application. The
Http/Https protocol is used for communication. The following protocols/ports are used:

+  Http: 9000 (default)

«  Https: 4443 (default)

‘gl:hwzhngeﬂl e -
Please check the settings below and then click Install, If pou are not suwe
juest iz Hhe dedault settings provided by the setup

W -Port SSL-Port
9000 4443 | Defanis...

Please select & user account for the services.

A ﬂ

P astward

Confiim Password

¥ Save password

Note
On a Windows XP operating system, the ports cannot be configured using the 11S-Configuration application. In
order to change the ports, you have to use the Windows 1IS Manager.

Warning
Since April 2014, Windows XP is no longer supported
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Drivve | Image Device Management

In the Drivve | Image Device Management, the following protocols/ports are used bidirectionally:

+ SNMP / Port 161 (not in the case of Fujitsu Network Scanners)
« HTTPS/Port 443

Note: Retrieving device information
Samsung XOA, Canon ScanFront Lexmark:

If Drivve | Image cannot retrieve device information using the SNMP protocol, the ARP protocol is used.

Fujitsu Network Scanners:

Drivve | Image always tries to retrieve device information using the ARP protocol.

Drivve | DM Version 2.5 and higher

The following directories are part of Drivve | DM
Drivve | DM program folder, default C:\Program Files(x86)\Drivve\Drivve DM
Drivve | DM database folder, default C:\Drivve DM-Database

The following applications are part of Drivve | DM
« XmlServer.exe
*  DrivwveDmHtmIService.exe
«  DrivveDmProxyService.exe
*  WindowsServiceWrapper.exe
+ Javaw.exe
« Java.exe
* Redis-Server.exe

The following ports are used by Drivve | DM
The following ports are used:
- 8081
- 8082
Drivve | Print Version 4.0 and higher

Folders to be excluded
«  Drivve | Print program folder, by default C:\Program files\Drivve\Drivve Print
« Folder of the spool files, by default C:\Windows\System32\Spools\PRINTERS
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