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Which settings are required on a Xerox device before installing Drivve | Image on the device?

Before installing Drivve | Image on a Xerox device, you have to configure certain settings on the Xerox device. These settings
are described in this article.

Note
For the following step instructions, the following Xerox device type has been used: Xerox WorkCentre 7830 (
ConnectKey device).

0 Note: Enabling EIP on Xerox devices
]

For information on how to enable EIP on Xerox devices, consult the following document: Xerox EIP.pdf

Proceed as follows:
1. Enter the IP address of your Xerox device into your web browser.
The device administration page is displayed.

2. Log in as administrator.
You have to install a certificate on the device. You can use either a purchased certificate or a certificate you have created
(self signed certificate):
« If you wish to create a self signed certificate, continue with step 3.
« If you wish to use a purchased certificate, continue with step 6.

3. Select the menu item Security> Certificates > Security Certificates

4. Click the button Create New Xerox Device Certificate.

Page 1 of 6


https://files.drivve.com/article/attachment/4761/en/CVID_27537.Xerox_EIP.pdf

Centreware®
Internet Services

Status | Jobs | Print | Scan

Properties
Configuration Overview
Description

Y General Setup

~Connectivity

Setup

| Address Book

Security Certi

4, admin - Logout | Home | Index | Site Map | Help...

XEROX WorkCentre 7830

Properties

Reset to Machine/Device Factory Defaults I

Domain Controller Certificate(s)

Root/Intermediate Trusted Certificate(s)

("ca-Signed Device Certificate(s)

Xerox Device Certificate

*Login/ issi ing
}Services

licies
McAfee Embedded Control
Secure Print
Authentication (Login}
! Encryption
~ Certificates
Certificate Key Length
1P Filtering
Audit Log
IPsec
Timeout & Resurne
USB Port Security
Image Overwrite Security
PostScript ® Passwords
Hide 'User Name'
Software Verification Test

I Greate New Xerox Device Cerlificate |
L
Action

| - | Friendly Name Purpese
Default Xerox Device Certificate 8021x Client Authentication|IPsec| HTTPS|SMTP View/Export |

Note
when the Xerox device's web interface, the following trusted CA certificate should be downloaded and installed into the

If client browsers are receiving security related ing,
client browser's Trusted Certificates Store location
Download the Generic Xerox Trusted CA Certificate

This trusted CA certificate should be downloaded and installed into client device browsers only. It should not be installed into the Xerox device.

Xerox g,

©2013 Xerox Carporation. All Rights Reserved
Xerox@ and XEROX and Design@® are trademarks of
Xerox Corporation in the United States and / or other countries.

5. Enter the required data of the certificate and clickFinish button.
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Fill in the fields and click Finish to generate a new Xerox Device Certificate.

Self Signed Certificate

2 Letter Country Code:
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Organization Name:

Organization Unit:

Commen Name:
Subject Alternative Name:

MS Universal Principal Name
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6. Select the menu item Connectivity > Setup.

7. For the protocols HTTP and SNMP, click the Edit button und configure the required settings. The settings are described
in the following sections.
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HTTP settings
In the drop-down list Choose Device Certificate, select a device certificate and click theView/Save button.
Enable the options Enable and No (Requests can be made overHTTP and HTTPS), then click the Save button.
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SNMP settings
Click the button Edit SNMP v1/v2c Properties and enable the SNMP protocols v1/v2c. Then click the Save button.
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8. Select the menu item Connectivity > Printing > Printing Web Services

9. Tick the framed options displayed in the following two figures, then click theApply button.
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10. Select the menu item General Setup > Extensible Service Setup.

11. Click the Edit button and enable the Extensible Service Registration. Tick the checkbox Enable the Extensible
Services Browser and click the Apply button.
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12. Select the menu item Services > Custom Services > Weblet Management
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13. Click the Edit button and enable the function Extensible Services Browser.
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14. Restart the Xerox device.
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